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As the basis for this white paper, KPMG interviewed executives in the media and entertainment

industries—all of whom shared perspectives on the evolving issue of content security and

digital distribution. 

Luminaries from the motion picture, music, broadcast, and publishing industries—as well as

a leading attorney specializing in Internet law and copyright issues—provided insights into

how their organizations and the industries in which they operate are dealing with content

security–related challenges. They shared opinions on how markets are being affected by

piracy and peer-to-peer file sharing, and provided candid assessments of how this dynamic

issue is shaping the future of their businesses.

KPMG also reviewed published research data from industry associations and other respected

sources to provide supporting facts and figures. The results have been compiled into a mean-

ingful appraisal of the state of content security in today’s media and entertainment industries.
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The most urgent issue facing the motion pic-

ture, music, and publishing industries today

is lost revenue resulting from content piracy

and unauthorized file sharing. New tech-

nology and a lack of process controls are

accelerating piracy and illegal file sharing—

preventing media companies from realizing

the returns they need from large investments

in creative development and promotion. The

fact that producers are not achieving their

products’ full revenue potential is forcing

many companies to redefine their businesses

—and raising serious questions about the

future of media and entertainment. 

The music industry was the first to feel the

widespread pain of illicit copying propagated

by online file-sharing services. Although

some of these services are still in operation,

the legal noose is closing around them.

Recent court rulings have placed the respon-

sibility for how the file-sharing system is

used upon its developers.

Although the motion picture industry has

learned a great deal from file sharing and

piracy in the music industry, it too is vulner-

able to content theft. While a film’s file size

is typically much larger and less portable, 

its high value makes it an attractive target.

Print publishing is also not without chal-

lenges. Simple scanning and photocopying

equipment can reproduce material at an

alarming rate for electronic and physical 

distribution.

A N  I N C R E AS I N G LY  G LO B A L  I S S U E

The majority of pirate activity is occurring

outside the United States. The International

Intellectual Property Alliance (IIPA) reports

that copyright-based industries in the United

States suffered trade losses due to piracy of

at least $25–$30 billion during 2004—not

counting significant losses due to Internet

piracy. The IIPA cited countries in every

region, including egregious offenders such

as China, Indonesia, South Korea, and

Thailand; Lithuania, Poland, Russia, and

Ukraine; Argentina, Brazil, and the 
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This white paper examines content security issues in the motion picture, music, and publishing

industries. It focuses on the piracy and digital rights management challenges companies are

grappling with currently and the issues they may encounter in the future. It also analyzes the

implications of piracy and peer-to-peer (P2P) file sharing—and provides perspectives of lead-

ing organizations on their strategies for managing threats that cost their industries billions of 

dollars each year.
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Dominican Republic; Egypt, India, Kuwait,

and Pakistan. Piracy losses of entertainment

content are considered to be greatest in China

and Russia, which accounted for $4 billion

in pirate revenue in 2004. Marketplace pene-

tration of motion picture and music piracy in

China is estimated to be more than 90 percent.

In some countries, such as Afghanistan and

Thailand, piracy’s penetration is 100 percent.

“It’s critical that the international community

step up pressure on countries that are failing

to meet international standards of intellectual

property protection and enforcement,”

according to International Federation of the

Phonographic Industry (IFPI) chairman John

Kennedy. Piracy is emphatically a cross-

border problem that requires cross-border,

intergovernmental solutions, he says.

The motion picture industry has sought to

persuade some nations to reduce piracy by

enacting voluntary embargoes of motion pic-

ture exports. The government has considered

trade sanctions against specific countries that

do not take steps to prevent copyright infringe-

ment of U.S.-produced motion pictures. But

the changes brought about by digital media

have altered the playing field, and these tac-

tics may no longer be as effective.

Most pirates worldwide depend on the

Internet for acquiring and distributing unau-

thorized content. Widespread piracy began

concurrently with the emergence of the

Internet as a medium for free and uncon-

trolled global interactivity—and the indus-

tries affected by this sea change are

scrambling to redefine their businesses.

“Producers of creative content are in real

transition right now,” says Bruce Boyden,

assistant professor of Law at Michigan State

University and former senior litigation asso-

ciate specializing in Internet law and digital

media copyright issues for the law firm

Proskauer Rose. “Copyright, as it pertains 

to their work and its transmission, has to be

among the top issues for any content-driven

business.” 

Though many organizations are still taking 

a “wait and see” approach, most believe that

swift action is vital. They are not just taking

a defensive stance. Whether it’s leveraging

electronic distribution channels or applying

creative marketing strategies, they are looking

for ways to take advantage of the opportuni-

ties presented by the unprecedented changes

in how people access, share, and enjoy media.

Executives interviewed by KPMG are con-

fident that as companies implement better

strategies for managing change in today’s

digital environment, they will continue to

grow their businesses and secure the future

of motion pictures, music, and publishing.
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M U S I C  I N  T H E  F O R E F R O N T

Estimates from the International Federation

of the Phonographic Industry indicate world-

wide sales of pirated music in 2004 to be

$4.6 billion. This means that one of every

three CDs sold in the world last year was

pirated. In 2003 legitimate worldwide music

revenue remained flat at $32 billion. The

effect of lost revenue on media companies is

jarring. As revenue growth and profitability

in the sectors most hard hit (such as music)

continue to decline, companies’ ability to

bring new products to market could also

decline. Notably, unauthorized copies now

outsell legal ones in a record 31 countries,

according to IFPI’s annual report.

IFPI chairman John Kennedy says piracy is

having a devastating impact on local music

cultures, record companies, and musicians—

especially in the developing world. In Latin

America, the current market for legally

recorded music is just 40 percent of what it

was in 1997. One reason is that in many

countries legitimate CDs are hard to find,

while pirated copies are readily available. In

Paraguay, for example, 99 percent of all CDs

sold are illegal, IFPI reports.

“The music industry is on the front lines of

the piracy battle,” says Jordan Katz, presi-

dent of Sony BMG Music Entertainment,

Sales Enterprise. “We are at a watershed

moment, in terms of both the industry’s

direction from a digital rights management

perspective as well as how we are going to

deal with piracy going forward. For the first

time, digital services are getting real trac-

tion, which is changing how people think

about music and how they obtain it.”

Katz told KPMG that the main challenge 

for the music industry today is to capture

revenue from the various ways that music

reaches potential consumers. “The revenue

stream has to remain intact,” he says, noting

that there has been a steady decline in CD

sales mainly because “the distribution chan-

nels in traditional music are changing rapidly.”
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Digital media typically follows a content life cycle that includes creation, management, and

distribution/end user transaction. Content requires security throughout this life cycle, however

the threats change depending on the life cycle change. This section will look at a variety of

issues threatening the content owner throughout the content life cycle.

Current Issues
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Katz says there is a “very real risk to our

industry” because digital distribution meth-

ods “don’t necessarily support the existing

framework of investment, production, and

promotion on which record companies

depend. 

“It’s conceivable that music could become an

adjunct to other businesses that are using it

to promote their own products—or are sell-

ing music merely as ‘add on,’” Katz says.

Already, companies selling products ranging

from financial services to food are using

digital music to promote their own products.

Citibank, for example, introduced a promo-

tion—Banking. With a Beat.—that offers 100

free songs when a customer opens a new

Citibank Access Account online. Customers

can choose from more than 500,000 songs

by thousands of artists using Musicmatch

Jukebox, an online music service. Sellers of

clothing, electronics, and many other prod-

ucts are using similar marketing strategies.

As a result, the music industry’s fundamental

business model is changing, and many believe

it is setting an alarming precedent for motion

pictures and other forms of digital media.

Katz told KPMG that a key question still

must be answered: “What is the new busi-

ness model—and what will be the channels

for digital music? Clearly, a sustainable busi-

ness model is needed to generate profits so

the industry can invest in new artists and

deliver the quality and variety of choices 

that people demand.”

Recent research by Pollara indicates that 

30 percent of survey respondents who

reported purchasing less music in the past 

12 months say downloading, file sharing, 

and burning were the main reasons their 

purchases declined. “This negates arguments

to the contrary that P2P activity is just sam-

pling and those people go out and buy the

music later from a legitimate source,” says

Brian Robertson, president of the Canadian

Recording Industry Association (CRIA).

CRIA reports that the Canadian music indus-

try has experienced retail sales losses of more

than $465 million since 1999—as well as

industry layoffs of over 25 percent during

the past year—including people in songwrit-

ing, recording studios, manufacturing, retail-

ing, broadcasting, music publishing, and

concert promotion.

Still, Katz and other music industry exec-

utives are optimistic about the industry’s

future and are pursuing strategies for turning

technology and the Internet into strategic

advantages by penetrating global markets

and offering a greater variety of products

with “tiered” features and pricing. By giving

consumers more choices in how they buy

music—whether by the song online or in one

of several CD options available at different

price points in the store—record companies

hope to increase sales. 
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Though some believe that the CD format

could be replaced by newer technologies,

Katz doesn’t believe that CDs will become

outdated any time soon. Sales of digital music

continue to climb, more than tripling in the

past year. Spurred largely by the iPod®

revolution, digital music sales totaled $790

million in the first half of 2005, which is

equal to 6 percent of industry sales, accord-

ing to IFPI. Most executives do not see the

initial rapid rise in digital sales continuing

but rather leveling off based on the current

pricing structure. 

Charles Goldstuck, president of BMG North

America, told attendees at the JupiterPlug.IN

conference, “It’s far too early to write off the

CD.” He cited first-week CD sales of more

than one million copies each by Norah Jones

and Usher as examples of the format’s solid

footing.

Katz sees MP3s and other formats as addi-

tional ways for people to listen to and pur-

chase music. By making a wider array of

products available to consumers through an

expanded range of innovative sales chan-

nels—such as digital downloads and mobile

and in-store kiosks—growth is achievable.

M OT I O N  P I C T U R E S : A  P R I M E  TA R G E T

Like music, movies are vulnerable to “com-

mercial” pirates who illegally acquire films

during the production and prescreening

phases or through hidden camcorders in the-

aters. They also are increasingly the target 

of “consumer” pirates, including home DVD

burners and P2P file sharers who can access

large video files online and distribute them

via the Internet—hurting the box office and

legitimate DVD sales. 

As broadband enables more people to down-

load video, illicit sharing of movies is

becoming more widespread. The Motion

Picture Association of America (MPAA)

estimated that the industry loses more than

$3 billion in annual revenue to piracy, and

warned against a “growing global epidemic”

of movie piracy over the Internet. 

Nearly one in four Internet users surveyed

recently by the MPAA say they had down-

loaded a movie online. Research by Cache-

Logic shows that the majority of P2P traffic

volume now contains files of more than 

100 megabytes, suggesting that people are

exchanging more motion pictures on file-

sharing networks such as KaZaa and eDonkey.

As an example, a copy of Star Wars Episode

III: Revenge of the Sith appeared on the

BitTorrent file-sharing Web site hours before

opening in sold-out theaters around the

world. An on-screen time code was visible,

suggesting the copy was a prerelease work

print leaked by an industry insider. Within

one day, nearly 18,000 people downloaded

the film. Director George Lucas told Time

Out magazine, “I’m glad I’m getting out

while I can because it’s not going to be the

same in the next few years. I don’t know

how [the industry] will survive.” 
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Brandon Burgess, executive vice president 

of business development for NBC Universal,

told KPMG, “Technological development 

is creating a tornado of innovation in the

worldwide digital media business—and it

demands swift action.” He explained that

music is an example of how quickly changes

brought about by the Internet can impact an

industry financially—and stressed that “now

is the time to prevent digital piracy in video

by embracing digital delivery methods that

satisfy legitimate consumers’ needs.”

Kevin Kasha, senior vice president of acquisi-

tions and programming for New Line Home

Entertainment, told KPMG that piracy is the

“number one concern” in the motion picture

industry today. “The theatrical marketplace is

treacherous ground due to the high costs and

growing risks associated with producing a

film,” says Kasha. “We have to fight tooth

and nail to ensure our product is protected in

order for it to earn a viable return—and that

means ferreting out pirates and prosecuting to

the fullest extent of the law. Stealing movies

is no different from shoplifting—except that

it hurts many more people on many different

levels, including the consumer, who could 

eventually be denied quality entertainment

because production companies may no longer

be able to afford to invest what it takes to

make a first-rate movie today.”

Kasha recalls that Terminator 2: Judgment

Day was among the first motion pictures 

to cost more than $100 million to produce

and that people at the time were taken aback

by the exorbitant production costs. Today 

a $100 million budget is commonplace—

largely because the bar has been raised in

terms of special effects, talent, and overall

production quality. “People expect more

from a movie now,” he says. “Audiences are

much more sophisticated in terms of what

they want to see and hear when they buy 

a movie ticket or a DVD.”

Much more is at stake for the motion picture

companies, as costs rise and creative prop-

erty becomes more valuable. Burgess says

the NBC Universal team is developing a

strategy to address content security issues

that will serve as a blueprint for structuring

the organization both offensively and defen-

sively to “manage the pros and cons of the

digital world.” He says this involves defen-

sive activities surrounding legislation, rights

management, and litigation as well as offen-

sive activities such as business development

and technological innovation to support secure

development and distribution of product.

Growing revenue and increasing market pen-

etration will depend on the industry’s ability

to enhance existing distribution channels and

build new distribution platforms supported

by technology, Burgess says. 
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While the risks of piracy in the distribution

chain remain an issue for film studios, another

key area of concern is content leakage during

creation. Leakage can occur in many forms

and usually requires the act of someone

internal, either intentionally or unintention-

ally, making content available in whole or in

part to an external party. Once outside the

control of the content owner, this content is

soon in the hands of pirates. Leakage is not

an issue unique to the film industry. Music

and print publishing are vulnerable as well.

Furthermore, leakage is not restricted to the

digital transmission of files. For example, a

demo reel or DVD can be moved between

locations physically by staff or by couriers.

Without proper controls in place, this physical

media can be copied or lost during the

process. In more deliberate cases, DVDs,

tapes, and computer hard drives can be stolen

from unsecured environments.

P U B L I S H E R S  FAC E  G R OW I N G  R I S K S

Print and electronic publishing also are

being hurt by piracy. MSNBC recently

reported that as soon as Harry Potter and the

Order of the Phoenix, the fifth book in the

popular Harry Potter series, went on sale

worldwide for $29.95 a copy, pirates illegally

posted the book on the Internet where eager

readers began immediately accessing the

content for free.

National Geographic executive vice presi-

dent and chief financial officer Chris Liedel

told KPMG, “Digital asset management—

and preventing content piracy—are huge

issues for a graphics-intensive publication

like ours. Protecting image assets as well 

as editorial content is paramount.” He says

technology is at the core of the company’s

strategy for securing copyrighted assets. But

as with motion picture and music producers,

process considerations must also be addressed

in order to stem leakage of digital files by

insiders and third-party vendors who have

access to original files.

Michigan State’s Boyden says that inconsis-

tent laws regarding copyright in various

countries can make it difficult to prosecute

offenders across borders. Lawmakers in the

countries most affected by piracy must work

together to establish legal footing that is

more effective at deterring illegal activity.

China and several other countries are begin-

ning to work more closely with the interna-

tional community to reduce rampant piracy.
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Once the work is released through legitimate

channels, the value immediately begins to

deflate as market penetration increases. In

some cases the work may see a resurgence 

of value as it becomes a classic, or if trig-

gered by an event such as a novel made into

a movie, the death of the original recording

artist, and so on. When considering a content

security strategy, it is important to understand

this life cycle and to structure the content

security measures as well as the ROI model

accordingly.

KPMG believes there are four considerations

when addressing digital content piracy. Each

on its own is limited in effectiveness and it

usually requires a mix of the following, tai-

lored to the specific security objective, to

achieve the best results:

• Te ch n o l o gy Understanding how technol-

ogy can be used to secure and track propri-

etary content—and how it enables piracy

and illicit distribution

• P ro c e s s Establishing internal policies and

procedures governing access, use, and

movement of content

• R e g u l a t i o n Drafting legal protocols for

development, handling, and distribution 

of proprietary content

• E d u c a t i o n Raising both internal and

external awareness of the risks associated

with content security, and advising organi-

zations on how to identify warning signs

and improve security.

A coordinated effort to address each of these

areas is necessary to reduce illegal acquisi-

tion and distribution of proprietary content

by two primary types of offenders: 

• C o m m e rc i a l Professional pirates who

operate large-scale duplication or distri-

bution functions, and industry “insiders”

responsible for pre-release leakage. Also 

in this category are the smaller “mom and

pop” shop pirates who operate for profit, but

on a much smaller scale with low-volume

CD/DVD burners. This is a fast-growing

segment and more difficult to track due 

to their low profile.

• C o n s u m e r Peer-to-peer file sharers, gen-

erally young people who make their favorite

content available to a community. This 

segment does not typically profit from 

the content they share, however due to 

the considerable volume of content made

available for free, it causes the greatest

financial loss to the content community.

Together, physical piracy and unauthorized

file sharing are having a major effect on

media companies, with lost revenue at

record levels. 

Earlier on, we discussed how digital content follows a life cycle of create, manage, and distrib-

ute. The value of the content changes as it passes along this cycle. The desire of perpetrators 

to acquire content increases and decreases with the change in value of the content. For exam-

ple, the value of content grows as it is being created. It is at its highest value immediately prior

to release. The advertising and promotional campaigns have created a consumer appetite for

the artistic work (book, album, film). It is at this point in the cycle that commercial pirates can

generate the highest profits from selling illegal copies of the work—and they will go to great

lengths to steal a copy. 
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Many of the copies of pirated movies sold

on the street and exchanged over the Internet

are recorded on hand-held cameras in the-

aters. The U.S. House of Representatives

passed copyright legislation in April 2005

that would levy criminal penalties on indi-

viduals who make unauthorized recordings

of films in movie theaters. In addition, the

Family Entertainment and Copyright Act of

2005 would allow technologies that enable

users to skip objectionable content in movies

viewed at home.

“Just as enforcement strategies for street

piracy adapt with changing circumstances, the

same goes for combating piracy online,” says

Cary Sherman, president of the Recording

Industry Association of America (RIAA).

“We are adjusting and expanding our efforts

to target illegal file sharing on additional

platforms such as eDonkey and others. There

will always be a degree of piracy, both on the

street and online. But without a strong meas-

ure of deterrence, piracy will overwhelm and

choke the creation and distribution of music.”

These efforts may be working, as the spread

of CD piracy has slowed and the number of

songs available for illegal download on the

Internet has decreased in 2004. But the threat

of copyright infringement remains one of the

most difficult challenges media companies

face today. 

Following is a closer look at each of the four

areas to consider when addressing digital

content piracy.

T E C H N O LO G Y
Technology is the driving force behind the

dramatic changes in media and entertainment.

Motion pictures, music, and published infor-

mation are no longer available only through

tightly controlled channels that allow content

producers to consistently capture revenue.

The power of the Internet combined with 

dramatic changes in people’s attitudes toward

how they access information and entertain-

ment have created a dynamic environment 

in which people can exchange all forms of

media electronically, without geographic

barriers or consistent regulatory controls.

Technological advancements—including the

Internet, broadband connections, and soft-

ware—are enabling people to become more

than simply consumers. According to Jim

Bannister, author of the book Word of Mouse,

there are now producers, marketers, vendors,

and distributors of digital media—roles pre-

viously limited to companies that had sole

access to content and exclusive ability to

manipulate and distribute that content. 

Now millions of people can freely access,

manipulate, and distribute content. Consumers

are driving technological change instead of

adapting to it, posing unprecedented chal-

lenges for the industries that assume all of the

risks and high costs of developing content—

and whose success depends on the integrity

of their products.
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D I G I TA L  R I G H T S  M A N AG E M E N T

Digital Rights Management (DRM) refers to

technology that facilitates persistent author-

ized use of digital content. It serves both as

a protection system and a content dissemina-

tion mechanism. Although DRM systems

have been around for more than a decade,

widespread deployment has been slow. 

While the original (illegal) form of Napster

demonstrated the enormous demand for digi-

tal content, it was not until Apple Computer

introduced its iTunes® music download ser-

vice that a company truly capitalized on this

kind of demand. The content is protected

with Apple’s own DRM (Fairplay®) technol-

ogy and can be played on Apple’s iPod music

player. Since April 2003 more than 500 mil-

lion songs have been sold through iTunes,

and Apple predicts it will sell the next 500

million in just six months. Since the intro-

duction of iTunes, other companies have

emerged to provide music downloads with

varying degrees of success.

DRM technology commonly uses a file-based

approach whereby the digital file is protected

by a form of encryption. To ensure the digital

content is used in accordance with the set of

rules (usage rights) determined by the content

owner, the file requires a key to access the

content. Since different DRM providers use

different techniques for this process, the

issue facing content owners is interoperabil-

ity. Market fragmentation will delay the gen-

eral adoption of DRM technology until an

industrywide standard is established. 

One such standard emerging in the mobile

market is the Open Mobile Alliance (OMA).

The OMA consists of interested parties

working on a common specification for DRM

technologies targeted at, but not limited to,

secure distribution of data to mobile devices.

Another organization known as the Coral

Consortium is a cross-industry group work-

ing to promote interoperability between

DRM technologies by creating a common

technology framework for content, device,

and service providers. 

Aside from forming an industry alliance,

another way of creating a standard is through

critical mass. Apple and Microsoft have

achieved critical mass on hand-held players

and desktops, respectively. Still other for-

mats exist beyond the ones mentioned here,

and until consumers can enjoy seamless

interoperability—between, for example, PC,

portable audio/video player, set-top box,

mobile phone, and car audio—the wide-

spread adoption of DRM-enabled digital

content will be slow.

DRM systems also will enable new business

models beyond the standard retailer-to-

consumer purchase. Consumers will be able

to share a digital file with other consumers.

With an advanced DRM system, the peer

recipients will be able to “sample” a portion

of the content. If the peer recipients enjoy it,

they can purchase a license for the content.

This form of viral marketing (marketing that

seeks to exploit preexisting social networks

to increase brand awareness) is an emerging

form of digital distribution and holds enor-

mous potential for organizations that can

effectively harness it. 
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The recent dance remix single “Since You’ve

Been Gone” by American Idol champion Kelly

Clarkson has been released in the Weed file-

sharing format. Weed tracks are Windows®

media audio (WMA) files encoded with a

unique DRM system. Music fans can down-

load a Weed track and listen to it three times

for free. After the third time, users are

prompted to pay for the track. If someone

with whom the user has shared the file also

decides to buy the track, the original pur-

chaser as well as the content owner makes

money. Other models will emerge over time

and their success will depend on how well

they enhance the consumer experience.

C O N T E N T  P R OT E C T I O N  T E C H N O LO G Y

For the most part, content protection is a

subset of DRM functionality. In this section,

we will look at watermarking and content

fingerprinting as other means of content 

protection. 

M u s i c Many consumers want to be able to

make a copy of their favorite CDs for per-

sonal use or as a backup. Pirates, on the

other hand, will make mass copies for illegal

sale. So how do you enable one and not the

other? One company taking a progressive

approach is Sony BMG Music Entertainment.

Jordan Katz, president of its Sales Enterprise,

told KPMG that consumers want to be able

to legally make copies of their favorite

songs—and that the company is meeting this

demand through technology. 

A solution now being implemented by Sony

BMG is the release of “content protected”

CDs that allow customers to make a limited

number of copies. A concern for Sony BMG

and other music companies is that the equiv-

alent of an original “master” file released

into the marketplace can be used to make

countless copies, thereby cutting into physi-

cal CD sales. Additionally, these copies can

be disseminated easily through peer-to-peer

file-sharing networks, contributing to further

sales declines.

Content-protected CDs have shown promise

as a viable strategy for reducing piracy, as

demonstrated by the sales results of Velvet

Revolver’s album “Contraband,” which

debuted at number one on The Billboard 200

chart and went on to sell more than 1.8 mil-

lion copies. Sony BMG has commercially

released more than 70 content-protected titles,

with shipments exceeding 16 million units,

into the marketplace. “The feedback has been

very positive as the technology allows con-

sumers the ability to burn a limited number 

of copies for personal use,” says Katz.
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The SunnComm MediaMaxTM technology

used on the disks allows them to be played

on virtually any player, including PC, DVD,

and CD. Research conducted by Sony BMG

showed that 90 percent of those surveyed say

they would purchase a content-protected CD

again. More than 80 percent had no problems

playing it at all, and—after selling more than

1.2 million units—the company received only

about 100 queries to its helpline. 

Content-protected CDs may help extend the

initial sales surge record companies seek fol-

lowing a release. Sales of a content-protected

CD by the artist Anthony Hamilton showed

stronger sales than non-content-protected CDs

during its second week of sales—a time sales

normally drop by about 60 percent. Katz

says this may be attributed to the fact that

unlimited unauthorized copies could be nei-

ther burned onto CDs nor downloaded on

the Internet—so more fans bought the CD.

SunnComm recently introduced an improved

version of the content protection technology

that allows consumers to easily “rip” copies

of songs into a variety of licensed digital 

formats. This is a significant step away from

the “dual layer” system that contains different

versions of tracks for use on computers and

traditional players. It also allows digital 

information to be delivered to consumers’

computers in real time—and it frees up space

on the CD to include more songs and other

features. 

F i l m At least one major motion picture com-

pany is looking closely at content-protection

technology as part of a strategy for reducing

the proliferation of illegal copying. 

Kevin Kasha, senior vice president of acquisi-

tions and programming for New Line Home

Entertainment, told KPMG, “DVDs have

changed the home video marketplace because

they provide consumers with direct access to

superb viewing and sound quality. Limited-

play technology is certainly a possibility for

preserving growth in the DVD marketplace.

We are going to continue watching what 

happens in music, and learn what we can.”

Variety reports that Warner Bros., Disney,

and Sony are teaming with tech companies

to design new technology that will limit

piracy of DVDs, while allowing limited

copying to computers and portable players.

The system would operate much like the

MediaMax technology, permitting between

three and five copies to be made of the

motion picture.
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I M PA C T  O N  P R I C I N G

NBC Universal’s Burgess emphasizes the importance of preserving positive consumer perceptions of

video delivery price points and value-added content in the digital age—particularly for DVDs. The TV

and film industries need to avoid what happened in music, where consumers used MP3 technology to

disassemble the physical CD multi-song package and pricing model and replaced it with an individual-

song trading model. 

Maintaining DVD and new digital video packaging as differentiated, consumer-oriented, value-added

content propositions is critical to NBC Universal. DVD sales made up 15 percent of NBC Universal’s

total revenue, which exceeded $14 billion in sales during 2003. And the company has more than 

4,000 movies and 40,000 hours of television programming, which can be marketed digitally as soon

as the market adopts consensus on secure electronic trading and micropayment models. 



P u b l i s h i n g Publishers generally don’t 

permit the copying of images or editorial

content. They rely on basic technologies and

traditional copyright protocols to foil piracy

and prevent illegal file sharing of proprietary

content. In print and electronic information

publishing, companies such as Thomson and

Dow Jones are being diligent about trying to

copy-protect the information they put out elec-

tronically for certain markets (e.g., academia).

Reuters, for example, is digital watermark-

ing some of its audio broadcasts. 

National Geographic’s executive vice presi-

dent, Chris Liedel, told KPMG, “Pirates will

always find a way to illegally acquire and

abuse content. Just look at the writers of

computer viruses; they’re always one step

ahead of preventative virus definitions. 

The ‘honest people’ are easily discouraged

by technological controls. But professional

pirates are tenacious and will persist in their

quest to illegally obtain and sell pirated 

content.”

Liedel says thumbnail images posted for sale

on the National Geographic Web site are

embedded with digital watermarks to prevent

illegal reuse, and they post only images that

are low-resolution, which don’t reproduce

well in print. Liedel says that in order to get

a high-resolution digital file of an image

from a magazine, one would have to scan it

in high-resolution format. A high-resolution

image also uses many megabytes of memory,

making it more difficult to transmit over the

Internet. To transmit an image, a pirate would

have to burn a CD and deliver it physically to

the buyer.

Publishing companies are seeking to further

leverage the Internet to sell more books,

magazines, and information worldwide. Web

sites such as Amazon.com have helped to

increase sales, but publishers must further

market and make their products available to

developing countries in order to achieve 

further growth.

In the future, authorized content usage and

piracy prevention may be more widely

enabled by encryption technology that can

encapsulate and embed an image with a

unique “fingerprint.” This allows the seller

to identify the purchasers of any image that

is being improperly or illegally used and

determine if they are violating a purchase 

or rights agreement. 
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I D E N T I F Y I N G  F I L M  I N F R I N G E R S

Michigan State University College of Law’s Boyden says technology will continue to be a primary tool in

enabling content producers to identify and prosecute copyright infringers. For example, more producers

are using watermarking and other methods of file identification to trace the source of illegal content;

others are investing in systems that will limit the distribution of copies. He adds that the film industry

believes “they’re next” to face the challenges that the music industry now faces, and that high-definition

digital broadcasting has become more ubiquitous. Given the U.S. Court of Appeals for the D.C. Circuit

ruling that the FCC cannot require devices such as computers and digital TV receivers to include “broad-

cast flag” content-protection technology, content owners will need to evaluate new methods of ensuring

their content remains secure during transmission. Boyden says, “Once it’s possible to easily swap and

transmit high-resolution digital video, technology needs to be in place to stop it.” 

An example of existing content protection technology is TiVo® Quad for TiVo’s home recorders that

allows limited identifiable transmission of digital content out of the home. However, Boyden says 

it isn’t possible for content producers to pursue and prosecute the large number of TiVo users who

transmit content; enforcement can be carried out only against a few infringers, similar to the approach

being taken by the RIAA. A technology that prevents unauthorized copies or transmissions in the first

place is easier on both consumers and content producers.

Though TiVo users represent a small portion of people who can access and distribute content—espe-

cially when compared with the vast numbers of people who will be able to do so with mobile media

players and online file sharing—it’s important to set a precedent to deter others and educate them

about the penalties they could face for illegal distribution.



Liedel says such technology has already been

introduced, but it is not yet being widely used

because it requires each file to be remade

with a fingerprint—a laborious process for

organizations that have tens of thousands of

images on file. However, applying this type

of technology could eventually become a

part of some companies’ archiving process

so that every image is identifiable, allowing

publishers to pursue and prosecute copyright

violators.

C a b l e  a n d  S a te l l i te  M u s i c The same 

is true in cable music, which does not pro-

vide consumers with a complete digital file

that can be duplicated and distributed to oth-

ers. Instead, cable music is typically bundled

with TV cable service and delivered to cus-

tomers on a “live” or “streaming” basis. 

David Del Beccaro, president and CEO of

MusicChoice, a leading cable music provider

in the United States, told KPMG, “The only

way to copy cable music content is to make

an analog copy and then copy it to digital

format, which is time-consuming and incon-

venient. For that reason, piracy is not a

major issue for the cable music business.

People don’t tend to steal or copy our

music—and people who do steal don’t stop

subscribing to the service.”

This may not be the case indefinitely, how-

ever. Boyden told KPMG that the ability to

widely distribute and produce copies of any

type of material—whether it is provided in

digital format or not—is becoming more

widespread, as a result of advancing technol-

ogy. “Any time you put copyrighted material

into people’s hands—and it’s not traceable—

you will have an issue.”

Another popular music service, particularly

among commuters, is satellite radio. Cur-

rently, the service is available throughout

most of North America by subscription. It

differentiates itself from terrestrial radio

broadcast by offering a sizeable bouquet of

channels across a much larger footprint. The

incoming signal also contains information

about the audio, including genre, station ID,

artist, and track/program title. As with tradi-

tional digital satellite broadcast streams, the

service relies on conditional access to gen-

erate subscription revenue. Like all other

forms of desirable content, this too will face

the issues of piracy.

B ro a d c a s t Although broadcast media is

more difficult to capture and commands less

money when sold on the street than motion

pictures, piracy of broadcast content is also

rising. Boyden says there are currently many

broadcast programs and a lot of music avail-

able through file-sharing networks, “and they

are all available for download.” The more

sought-after programs include Alias, The

Simpsons, and The West Wing, among others.

“Soon you’ll be able to download and watch

high-definition programming, as more people

get broadband and as compression and stor-

age technology becomes less expensive.”

Piracy dilutes broadcast viewership, as peo-

ple often can obtain and share programs

before they are broadcast. Company insiders

may leak advance copies of shows, which

show up on P2P networks and are quickly

downloaded by file sharers around the world.



Content security is also a network issue, as

several large networks are connected with

major movie studios (e.g., Disney/ABC) and

have a financial stake in the revenue per-

formance of original releases. When net-

works buy major films for broadcast, they

pay large sums for the rights. When a film is

already out on the street in pirated format,

there’s less justification for paying the high

price for exclusive broadcast rights.

NBC’s Burgess sees TiVo as a “positive”

because it increases viewership and doesn’t

impact traditional advertising models. He

suggests that 2006 could be the year to

watch the possible impact of TiVo on ad rev-

enue because penetration of digital video

recorders among consumers will be much

higher—possibly by 10 percent.

M o t i o n  P i c tu re s Some motion picture 

studios are already using sophisticated tech-

nologies, such as digital signatures, to identify

where leaks of advanced copies are coming

from so they can go after the suppliers that

allow leaks. However, basic technology is

currently still being used by most studios,

including watermarks on prints that allow

studios to track where copies came from, 

so the studios can either take action through

legal channels or simply stop sending films

to vendors or theaters when they’re caught

leaking movies. 

All of these industries tend to assume a

defensive posture regarding content security,

with companies going after sources of illicit

acquisition, duplication, and distribution

after the fact. KPMG believes that “preven-

tive” technology is key, going forward, to

stopping the initial duplication and distribu-

tion of proprietary content. 

While content-protection technology can 

significantly reduce piracy, the fact remains

that piracy-enabling technology is evolving

much faster than preventative technology. It

is also outpacing regulation and education.

Therefore, effective technological deterrents

must be developed and implemented through a

coordinated anti-piracy program that includes

regulatory and educational strategies.
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S E E K I N G  O P P O RT U N I T I E S

Some companies are looking for ways to leverage change for their benefit. NBC Universal is developing

a series of digital technologies to secure sensitive content and keep pace with change, including high-

definition broadcasting, broadband, P2P, personal video recorder (PVR), wireless, and digital cinema. 

“Our plan is to build out each of these groups by appointing a product leader, with teams addressing

opportunities in each area,” says executive vice president Brandon Burgess. “The idea, at this stage, is

to encourage a number of carefully targeted initiatives so we can see what ‘sticks’ and what doesn’t.”



PROCESS
Process considerations are central to manag-

ing content security and can constitute up 

to 80 percent of an overall content security

strategy. This means taking a close look at

every point within the production and dis-

tribution processes where security can be

breached—either by inside or outside enti-

ties—and making the necessary changes to

prevent content leakage to commercial and

consumer pirates.

I N T E R N A L  C O N T R O L S

There are many examples of how the creative

process is being undermined by content leak-

age and misuse of technology by unscrupulous

insiders. Industry spokespeople say artists

who invest years of time and effort in gener-

ating quality content are being threatened

financially and compromised creatively by

illegal file sharing.

As we discussed earlier, a digital asset is at 

its highest value during the short period 

of time immediately prior to its release.

Likewise, procedural controls should follow

the same pattern. The following examples 

of procedural controls form an outline of

issues to consider when reviewing your

internal controls:

• Secure access to all sensitive areas 

(physical or virtual)

• Restrict individuals who handle the content

files and tapes

• Establish a secure transportation network

(physical or virtual)

• Never store the asset in a completed form

(i.e., separate audio from video, separate

chapters, tracks, etc.) 

• Restrict the number of copies to as few 

as possible

• Establish a structured digital asset manage-

ment system

• Establish a management/storage/disposal

plan for unused edited content.

R e c o m m e n d a t i o n

Content owners should encourage progress on

the consumer side while simultaneously taking

proactive steps to address internal security

issues where the absence of standards is eas-

ier to overcome. To maximize the benefits of

technology, content owners will need to ensure

their internal processes are aligned with their

content security goals and be able to adapt

quickly to change. 

Organizations that can most effectively align

themselves with consumer demand while

ensuring their digital assets are properly 

protected will have the greatest chance for

success. A new “ecosystem” is forming from

these technology advancements—one that 

will open up new opportunities for trade and

introduce new players to the value chain. 

Progress will be slow but steady in advancing

the issues of interoperability and standard-

ization for secure distribution of consumer

content. By the end of 2006 the primary tech-

nology components will be woven together

through makeshift attempts at interoperability.

These will become more refined in the year to

follow and eventually become seamless by the

end of the decade. 
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T E C H N O LO G Y  A N D  R EG U L AT I O N

“Only a combination of anti-circumvention regulation and technology will protect content in the

future,” according to Boyden. To this end, he says, there has been a lot of cooperation between con-

tent owners and technology providers. Some device manufacturers, however, do not want to add

content protection technology to their players because they do not own the content and believe they

have little responsibility for its protection. They worry that there could be “public backlash as people

don’t want to pay for something they think should be free…even though it’s not.”

Boyden adds that global industry organizations are currently working on determining how content

can flow legitimately among consumers—and still enable content producers to grow and continue

supporting development of new talent. 

“On the technology front, you’ll eventually see emerging worldwide standards,” which, he says, will

allow content producers and technology companies to better manage the flow of content and support 

a business model that works for everyone, including consumers. “The problem now,” he says, ”is that

there are so many different systems in place—for television, motion pictures, music, and publishing—

and their incompatibility is hampering content and technology industries from finding a viable solution.”



M u s i c Music companies must be vigilant 

in policing their internal processes by for-

malizing procedures and enforcing security.

Music’s process issues are less complex than

the motion picture industry’s, making it eas-

ier to capture and digitize music in MP3 and

other formats that can be shared over P2P

networks.

Some of the more common ways to steal

music are:

• CD ripping, burning, and distributing.

Commercial “pirates” and consumer “mom

and pop” copiers obtain a copy of a song

or album in digital CD or MP3 format and

make mass copies for distribution to buyers

or friends or on the Internet.

• Duplicating broadcast analog signals in

digital format. Pirates and “mom and pop”

copiers obtain copies of songs from cable

or satellite music providers and make mass

copies for distribution to buyers or friends.

• Insider theft of prerelease or unreleased

copies. A music company insider or third-

party vendor in the production/distribution

supply chain steals a digital copy and sells

it to pirates, or posts it on P2P file-sharing

networks.

Another process issue identified by music

executives is the disposition of old recording

and duplication equipment, which is often

sold by recording companies to brokers who,

in turn, can sell the equipment to pirates. The

Department of Justice’s “Operation FastLink”

is addressing this issue by pursuing and pros-

ecuting offenders around the world.

M o t i o n  P i c tu re s Movie studios must 

be particularly vigilant at policing their own

internal processes, because a single movie

represents an enormous investment. More-

over, the number of films produced by a

company is usually small, compared with

other media companies that generate large

numbers of products each year. Improving

security-related processes means formalizing

the handling of prerelease content, being

attentive to enforcing security protocols, and

placing accountability with employees and

vendors for guarding against content leakage. 

Piracy impacts all aspects of a film’s release

sequence, resulting in millions of dollars 

of lost revenue during the life of the film.

Motion pictures are generally stolen in one 

of three ways:

• Insider theft of prerelease copies. A studio

insider or third-party vendor in the produc-

tion/distribution supply chain steals a digi-

tal copy and sells it to pirates, or posts it

on P2P file-sharing networks.

• In-theater camcorder duplication. A pirate

makes a digital copy of a movie using a

handheld DVD or mini-DV camcorder.

• Advance copy recipients. Critics and other

recipients of advance copies distribute

movies prior to release on P2P file-sharing

networks or sell digital copies to pirates.

Contract terms between studios and suppliers

are increasingly addressing security. Studios

want to know that suppliers are actively inves-

tigating security threats—and that provisions 
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A RT I S T S  C O M P R O M I S E D

Madonna’s newest album, “Confessions on a Dancefloor,” was pirated despite unprecedented security

measures. Digital Music News reported in July 2004 that a disk containing a set of rough tracks of U2’s

album “How to Dismantle an Atomic Bomb” was stolen during a photo shoot in Nice, France, and

within days the digital-format songs appeared on the Internet. Guitarist Edge is quoted, “A large slice

of two years’ work was lifted. It doesn’t seem credible, but that’s what’s just happened to us.”



of these agreements are being met. If suppli-

ers can’t meet the requirements, then studios

are identifying vendors who can meet their

security demands—and sometimes paying 

a premium for the peace of mind.

“As we learn more about how content is

being leaked, security systems for tracking

replicators [sic] and distributors are becom-

ing tighter,” says New Line’s Kasha. “As

always, anyone we use also signs a confiden-

tiality agreement, so we’re comfortable with

them handling proprietary material.” 

Distribution of “screening” copies of

movies, however, is being more carefully

controlled after studios learned through iden-

tification that, on some occasions, these have

ended up in pirates’ hands. 

Theater companies are watching audiences

more closely to detect use of camcorders.

Some theaters are offering employees rewards

for identifying recorders and providing pro-

jectionists with infrared glasses so they can

easily scan for offenders. Use of camcorders

is illegal in many jurisdictions, and enforce-

ment is on the rise. Other technologies to

prevent use of recording equipment in the-

atres will soon enable detection of even the

smallest concealed devices.

P ri n t  P u b l i s h i n g Publishing and informa-

tion services companies that handle sensitive

material for the financial community—which

can impact financial markets or influence

corporate activities—must adhere to a strict

set of process security guidelines. 

Publishers of business information also must

be particularly cognizant of computer hackers

who can break into an organization’s network

and obtain confidential data about companies 

and individuals. An effective information risk

management strategy and program can help

secure this information.

Similar to the motion picture industry, pro-

tecting published property requires formal

handling of content, stricter security proto-

cols, and increased accountability among

employees and vendors for guarding against

leakage.

National Geographic’s Chris Liedel indicates

that only certain business partners have direct

access to his company’s image archives via 

a private network connection into its internal

server. These customers sign agreements with

National Geographic regarding all terms of

usage—and the retail sale of all images are

tracked electronically. 
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T H I R D - PA RTY  AS S E S S M E N T S

When content owners are entrusting their

third-party business partners with their con-

tent, they need to have a high degree of

assurance that their content is in good hands,

regardless of whether it is audio, film, or

printed material. Many of the ISO standards

were developed to enable companies to

measure their ability to provide a defined

level of service. Those who meet the require-

ments are able to place the ISO logo on their

products or material so that potential clients

or business partners can see they adhere to a

defined level of service. 

Using the same concept, content owners

should independently assess their third-party

providers against a defined set of criteria on

their ability to ensure, within reason, the

security of the content or intellectual prop-

erty in their possession. This will benefit

both parties by establishing a clear set of

expectations, and enable the content

providers to readily determine under what

conditions their content will be most secure.

R E L E AS E  ST R AT E G Y

Simply put, protecting entertainment content

gives content owners the greatest chance of

realizing a reasonable return on their invest-

ment. The effects of piracy require the content

owners to maximize earnings immediately

upon release of the artistic work. 

M u s i c Traditionally, a music album was

released to consumers in stages—beginning

with a single, then possibly a video, followed

by another single or the entire album. This

usually occurred region by region. Sometimes

it would be followed by further releases of

singles and, in some cases, a concert tour.

This phased approach would create recurring

peaks in demand for the album and prolong

the revenue period. 

New channels to market and pressures of

piracy are forcing the music industry to

rethink this strategy. Since music tracks are

being pirated almost immediately upon

release (or even prior to release) music com-

panies are looking at ways of stemming the

loss due to piracy and maximizing their rev-

enue where possible. Music companies are

quickly realizing that the old strategy involv-

ing phased releases by region will no longer

sustain a prolonged revenue period and,

therefore, they are turning to new markets

such as the lucrative ringtones (audible alerts

on a cell phone or wireless communication

device that notify a user of an incoming call)

and product promotions, as well as prere-

lease digital singles. 
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L E A R N I N G  F R O M  S O F T WA R E ’ S  E X P E R I E N C E

The motion picture and music industries can learn from the software industry’s experience: Despite the

fact that people in many countries are economically destitute, they have found ways to obtain comput-

ers and other hardware, and have been hugely successful in illegally acquiring and distributing operat-

ing software, such as Microsoft Windows and a host of other applications. The problem with software 

is that it is presented to the marketplace in one complete package, which can be easily downloaded. 

The motion picture industry is reducing piracy by parceling out production and distribution functions

among vendors in such a way that prevents any one vendor from obtaining a complete copy of a fin-

ished product. Each vendor works on only one component of a product, and only one secure facility

compiles all of the pieces into a finished product. As broadband makes it easier to download a large

file, segmenting content—combined with Internet “spoofing”—will make it difficult for pirates and

P2Ps to compile a complete file.



F i l m Much like the music industry, the film

industry has followed a proven method that

involves release windows that help to prolong

their period of revenue generation. Piracy,

again, has forced executives to rethink this

strategy.

Theatrical releases are now happening closer

together or simultaneously across regions,

enabling access to the largest viewing audi-

ence possible during the early stages. The

time lapse between home video, pay per

view, and syndication will decrease. 

New Line’s Kevin Kasha says the company

is “looking more closely at international 

distribution.” He says New Line was con-

sidering shortening its normal six-month 

lag time, following U.S. theatrical release,

for international release, as international

business becomes more important. Content 

owners will be exploring new ways to reach

consumers in a meaningful way that will

deter them from actively seeking pirated

content. The key to success will be develop-

ing a better understanding of the consumer

to enable a more personalized experience. 

At the same time, authorized DVDs and CDs

will offer a wider range of value-added fea-

tures to increase allure among viewers and

limit attractiveness of lower-quality pirate

copies. By increasing the product quality

and the number of “bells and whistles”

offered—and providing different combina-

tions of content packaged at more price

points—consumers will have more incentive

to buy legitimate products.

P ri n t  P u b l i s h i n g Printed content also is

released through a phased approach. Many

books, for example, are initially released in 

a paperback format and later released in hard

cover and other formats to keep the con-

sumer demand high.

Publishers are looking at new ways to reach

consumers by leveraging mobile technology

and placing information on the Internet where

they can explore new business models and

leverage additional release windows for new

content. 

C O N T E N T  S E C U R I T Y 21

P I R AT E  D V D S P R E C E D E  T H E AT E R  R E L E A S E

A September 2003 study by AT&T Labs found that 77 percent of the movie files uploaded to peer-to-

peer networks could be traced to inside sources (leaks from the studios themselves, post-production

facilities, or theater projection booths). A recent ABC news report demonstrated the extent of the

problem by revealing that America’s own soldiers in Iraq have access to first-run movies on pirated

DVDs before they are released in theaters in the United States. Clearly, piracy is a global dilemma

that needs to be dealt with through effective process and controls.



R e c o m m e n d a t i o n

Content owners should choose their third-

party providers wisely. They must assess 

vendors’ ability to maintain the required 

levels of security with digital content, and

build a relationship with them to support 

a long-term partnership. Content owners

should also rethink their release strategy to

maximize revenue in the early stages and

consider tailored consumer experience pack-

ages to improve long-term revenue. Mobile

phones and portable media devices also can

open new release windows.

The business processes established to protect

content represent as much as 80 percent of

an overall security solution. Proactive secu-

rity will become more the norm by 2006 and

studios will become more closely involved

with how their content is handled by third-

party suppliers and distributors. It is, there-

fore, essential that the chosen solution is

supported throughout the enterprise. Content

companies will need to define a set of poli-

cies within an end-to-end framework to sup-

port secure content creation, management,

and distribution of digital assets. 

Senior management must play an active role

to protect these assets—and should have a

component of its compensation package tied

directly to security.

LEGAL AND REGULATORY
It used to be sufficient to allow existing 

legislation to protect content owners from

piracy. That was in the analog world. Digital

content is more prolific on the global stage,

and content companies are carrying the bat-

tle against piracy onto foreign soil. Some

countries have existing laws against piracy

while others do not. Lawmakers play an

important role in combating piracy both

domestically and abroad. Likewise, key

court decisions will have a far-reaching

impact on how piracy can be controlled.

M G M  V. G R O K ST E R

In June 2005 the U.S. Supreme Court over-

turned the ruling by a lower court in the

MGM v. Grokster case, which specifically

addresses the legality of peer-to-peer

Internet file-sharing services. In the ruling,

Justice David H. Souter, wrote, “We hold

that one who distributes a device with the

object of promoting its use to infringe copy-

right, as shown by clear expression or other

affirmative steps taken to foster infringe-

ment, is liable for the resulting acts of

infringement by third parties.” 

The decision will hold file-sharing software

developers responsible for resulting piracy,

when there is clear encouragement from 

the developer to use it for that purpose. The

ruling overturns an earlier decision from

August 2004 when the U.S. 9th Circuit

Court of Appeals in San Francisco ruled that

P2P technology itself is legal, even if used

for illegal purposes. Members of the broader

technology industry are concerned that the

decision against Grokster negates a prior

Supreme Court decision they say created a

legal climate in which technology innovation

was able to thrive for more than 20 years. 

22 C O N T E N T  S E C U R I T Y



were sentenced to six and a half years in

prison for conspiring to defraud copyright

owners in relation to the illegal copying, man-

ufacture, and distribution of sound recordings

and films between June 1997 and April 1998.

The investigation into the Golden Science

Technology companies followed the world’s

largest single anti-piracy seizure—19 million

disks in Hong Kong in 1998. 

“This was a ‘conspiracy to defraud’ on a

truly huge scale, and this exemplary investi-

gation and prosecution illustrates that intel-

lectual property crime should no longer be

viewed as a low-risk criminal enterprise,” 

says Iain Grant, head of enforcement for IFPI. 

IFPI also reported that Mark Purseglove,

considered one of the most notorious boot-

leggers in the world, was sentenced by a

British judge to three and a half years in

prison for selling bootlegs in Europe and

Japan via an international network of 

wholesale dealers. He used Internet auction

sites such as eBay, falsely advertising the

disks as rare items, and charging as much as

$240 per CD—illegally making more than

$12.5 million during 11 years of piracy.

The South Africa Sunday Times wrote last

year that Neil Jacobsohn, spokesman for the

South Africa Federation Against Copyright

Theft, said that intellectual property piracy 

was “becoming the funding source of choice

for foreign gangs because it is now more

lucrative than drugs.” A Guateng court 

convicted three Pakistani nationals in June

on piracy charges after they were caught

with more than 5,000 pirated DVDs at

Johannesburg International Airport.

These kinds of convictions send a powerful

message to the international community 

that legitimate businesses and governments

will work together to stem the tide of piracy

that threatens industry and consumers world-

wide. RIAA’s executive vice president of

anti-piracy, Brad Buckles, estimates physical

piracy alone costs the music industry $1 mil-

lion a day, reducing the value of all music

products shipped to retail outlets from $14.5

billion to $11.8 billion during the past four

years. Shipments of CDs have declined more

than 20 percent during that period.

Following are other examples of recent anti-

piracy initiatives by the IFPI around the world:

• In Taiwan a concerted offensive has helped

to significantly reduce physical piracy,

although Internet piracy is a fast-growing

problem.

• In Brazil the government has taken some

action, raising penalties and forming a new

National Council to combat intellectual

property crime—a body from which much

will be expected in the next year.

• In Spain government anti-piracy efforts 

are in the spotlight, with a comprehensive

package of anti-piracy measures proposed.

• In Mexico, a new experiment combining

intensive enforcement with a program 

to convert pirate traders into legitimate 

vendors has, in the early stages, achieved

good results.
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G A I N I N G  T R A C T I O N

According to new data from the RIAA, during the past year there has been a tremendous upsurge 

in awareness of the law and the availability of legal online alternatives for acquiring music. A July

survey by Peter D. Hart Research Associates found that most people polled know it is illegal to 

“make music available for others to download for free over the Internet.” The survey also suggests

that people are “supportive and understanding” of legal action against file sharers and that there 

are “good legal alternatives.” Fifty-six percent of those surveyed said file sharing should be illegal,

compared with only 31 percent who said it should be legal.

MusicChoice’s David Del Beccaro says that more people are opting to buy legitimate CDs, “not only

because the price has come down,” but because “people just don’t want to take the chance of break-

ing the law” and “don’t want to be bothered taking the time to burn their own CDs.”



There is good progress also in Paraguay, and

early 2005 saw the first big action against

CD plants in Pakistan. 

R e c o m m e n d a t i o n

Content owners and industry associations

will benefit from the recent MGM v. Grokster

ruling because the onus is now on software

developers to ensure they do not promote

their systems for illegal purposes. This will

ultimately lighten the litigation focus on

individuals who engage in illegal file shar-

ing and direct the attention to those software

developers with ill intent. 

Attention also needs to be given to suppliers

of materials used for piracy. While the materi-

als used, such as blank CDs and DVDs, burn-

ers, jewel cases, and labels, are not illegal,

any supply that exceeds legitimate demand

can be used for piracy. At the same time,

emphasis needs to continue or increase on

imposing trade sanctions on governments

that refuse to actively suppress piracy. 

The value of copyright-based piracy cost 

the U.S. economy alone $25 to $30 billion 

in 2004. Where legal avenues end, content 

owners will need to leverage a combination 

of technology, process, and awareness to

achieve maximum effectiveness.

EDUCATION AND AWARENESS
The average consumer today is becoming

more aware of the dangers posed by piracy—

and the criminal organizations that support

them. But there is still a long way to go.

Common sense suggests that street-corner

vendors hawking bootlegged CDs and DVDs

are not helping legitimate business, and

more people understand that lost revenue 

is hurting the media companies that many

law-abiding citizens depend on for their

livelihoods. 

The public also is becoming more aware of

the dangers posed by piracy and the criminal

organizations behind them. The sight of

street vendors selling pirated content in the

open is commonplace in many major cities—

and there are serious questions about how the

money generated by piracy is being used.

Connections with terrorist organizations, such

as Al Qaeda and Hizbullah, have been iden-

tified and, although some governments are

turning a blind eye to pirate activities, indus-

try associations and legitimate governments

are teaming with law enforcement agencies

to put pressure on egregious offenders and

stem the flow of pirated product.

C O M B AT I N G  T H E  T H R E AT S

The threats of piracy are not limited to con-

tent producers and their industries. The finan-

cial strain on these organizations also puts the

public at risk of being deprived access to

musicians, actors, writers, photographers, and

artists who will never reach the mainstream

because companies cannot afford to produce

and promote their works. 

In many regions—including the Middle East

and parts of Eastern Europe—pirated product

accounts for well over 90 percent of sales of

all copyrighted works. Many of these same

regions harbor terrorist networks whose

resentment toward the Western world is well

known.
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The Hollywood Reporter in June 2004 wrote

that Interpol, the International Criminal Police

Organization, uncovered evidence that shows

some of these organizations’ funding comes

directly from the sale of illegally copied intel-

lectual property, including bootlegged CDs

and DVDs of popular movies and music. 

A report by Interpol to the U.S. House

Committee on International Relations states

that intellectual property crimes are a grow-

ing source of funding for international ter-

rorists. One example is Dawood Ibrahim, an

Indian Muslim who is wanted for the 1993

bombing of the Bombay Exchange in India

and is known to have financed the activities

of the “Army of the Righteous” terrorist

organization. The Recording Industry

Association of America is reported to have

evidence that Ibrahim financed two illegal

CD plants in Pakistan.

G OV E R N M E N T  I N I T I AT I V E S

Government initiatives such as Operation

FastLink are becoming well known, due to

widespread media coverage. Messages from

global leaders such as the U.S. Attorney

General will continue to elevate awareness

of the consequences of engaging in illegal

activity. 

STA RT  W I T H  T H E  YO U N G

Fighting piracy needs to start at an early age.

Children who grow up believing it is their

inherent right to access and copy content for

free will find it more difficult to transition to

paying for their content than those who have

paid for it all along. This education starts in

the home and needs to be reinforced in

schools and children’s programs. Obviously,

parents need to be aware of the issues of

piracy and instill values in their children in 

the same way they would teach them not to

steal a candy bar from the local store.

Government and industry associations need to

do more to target this population about piracy. 

E d u c a t i n g  Yo u t h s Educating youths is

particularly vital, as they constitute the

largest segment of consumer offenders,

including illegal file sharers and CD/DVD

burners. According to Hart Research, the

main reason teenagers aren’t buying more

music is that they get a lot of what they 

want for free by downloading or copying it.

Among 12- to 18-year-olds, 35 percent 

will download a new song they like versus

10 percent who will buy it. 

Among 19- to 24-year-olds, 32 percent

download, versus 9 percent who buy. Many

in this segment are “high-volume” offenders,

yet, ironically, they tend to follow their

favorite artists and entertainers the closest.

This behavior, based largely on identity and

acceptance by their peers, should be lever-

aged to promote awareness of the impact

piracy has on their “idols” and the industry

in general. 

C o l l e ge s  a n d  U n i ve r s i t i e s At colleges

and universities in the United States there

has been a concerted effort to raise aware-

ness among students regarding the issues 
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of piracy and illegal file sharing. With the

availability of Internet high-speed technol-

ogy in universities, file downloading is up to

ten times easier and faster. A joint commit-

tee of leaders from the higher education and

entertainment communities recently submit-

ted a report to the U.S. Congress outlining

efforts during the past year to address illegal

file sharing on college campuses. 

The committee is to provide resources to

university administrators in three key areas:

• Technological solutions, including com-

puter network management technologies

available to reduce illegal file sharing and

the development of legal, campus-based

music and movie entertainment services

• Education efforts, including practices sur-

rounding the use of copyrighted works and

student responsibility

• Examining differences and exploring

prospects for collaboration on legislative

initiatives.

M O R E  C A N  B E  D O N E

Although many schools and universities are

raising awareness to combat piracy, there is

more work to be done. File-sharing networks

have been in use for years, with some of them

dating back more than a decade. 

During this time, consumers have acquired a

ravenous appetite for digital content that was

not satiated through traditional and legiti-

mate services. Before long, even casual file

sharers developed an expectation of free

content over the Internet. These same people

would not consider themselves criminals,

nor would they be the type to steal from a

local merchant. For many, however, free 

content has become a habit, and like any

habit it requires a focused effort, reinforced

by external support, to break the cycle.

Reviewing history, we have seen how seat-

belts in automobiles were rarely if ever used

in the 1970s. Although safety tests demon-

strated the need for seatbelts and the bene-

ficiaries were the consumers themselves,

adoption of seatbelt use was slow—because

people had been driving for years without

them. Eventually, a campaign involving new

technology (seatbelt designs) increased

safety awareness, and, finally, legislation

reshaped peoples’ habits until the public

embraced the use of seatbelts; but it took

many years. 

This is the current situation with which the

content owners are faced. More and more

people are aware of content piracy, but more

can be done to provide greater awareness in

schools, universities, and communities. On

the other hand, availability of digital content

needs to continue to increase, giving a viable

option to those who seek legitimate content. 

Through the ongoing efforts of legitimate

industry and academia to inform the public

of the benefits of legally purchasing motion

pictures, music, and published information,

progress will continue to be made against

piracy and illegal file sharing.
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R e c o m m e n d a t i o n

Consumer awareness and education will be

key issues in stemming the proliferation of

digital content piracy. Awareness campaigns

should be viewed as a long-term investment

to reshape consumers’ expectations toward

entertainment content; it won’t change

overnight. Awareness campaigns must be

supported by technology to enable secure

distribution services, providing an alterna-

tive for consumers. 

While the main perpetrators are youths and

college-aged enthusiasts, content owners

should not neglect the young, who are the

next generation of consumers that will 

establish buying habits for the next several

decades. Content companies will also need

to take steps to regain their relationships

with consumers, strained by litigation and

filled with distrust.

A fundamental issue exists whereby consumers

do not understand why every piece of content,

past and present, is not made available in

digital format for consumption at any time,

anywhere. Many say, “The technology exists,

but where is the content?” We must keep in

mind that they are not privy to the issues and

risk exposure attached to digital distribution.

They simply see resistance, which is often

interpreted as an unwillingness to provide

content. 

While exposing finite details is not neces-

sary, progressive content owners will need to

increase their communication to consumers

of their road map to digital distribution and

invest in campaigns to win their loyalty.

Building relationships through communica-

tion and awareness is key.

Conclusion
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Industry-leading companies recognize that a coordinated strategy that combines technology,

process, regulation, and education is necessary for protecting intellectual assets. 

In the dynamic motion picture, music, and publishing industries, content producers must alter

their business models to take advantage of opportunities presented by the Internet and

expanding global markets. 

Implementing effective digital rights management and antipiracy programs—while embracing

and exploiting technological advancement—will help ensure their success over the long term

so they can continue providing the public with a wide range of quality entertainment and

information.
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