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"All of life is the management of risk, 
not its elimination."
Walter Wriston
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The rise of extreme events

• IT-driven extreme events are occurring with increased frequency and severity.
• These events may be a power law phenomenon

They do not exist as random anomalies that occur to others and can be 
disregarded 
They are  likely a function of the new role of IT as the principal factor of production, 
the inter-networking of systems across enterprise boundaries, and feedback
dynamics.



4© 2007 KPMG, the KPMG Luxembourg Advisory Support S.a.r.l., member firm of KPMG International, a Swiss cooperative. All rights reserved. Printed in Luxembourg.

Industrial age tools are not proving sufficient for today’s business risks 

• Controls review
• Focus on existence and quality of control process, not direct testing of 

effectiveness  
• Audit

• Not a proxy for a holistic risk management process 
• Do not provide total assurance or guarantee

• Regulation
• Highly prescriptive and rules-based industrial age regulation focus on discrete 

violations and correction
• Compliance functions siloed and replicated throughout companies.
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Structure is needed to minimize and control the risk posed 
by extreme events.

The Square-Cube Law states that 
while the surface of an object is 
measured as a square of its 
dimensions, its volume varies as a 
cube of its dimensions. 

In the case of buildings, this 
means you cannot blindly scale up 
a 10-story building from a one-
story building. If suitable supports 
are not used in the taller building, it 
will collapse because it generates 
many times more stress. 
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Regulators and credit ratings agencies are establishing 
principles and making the case for change 

Financial Reporting

Operational Risk

Vendor mgt.

Security & 
Privacy

Business Continuity 
Management

IT Risk

•Governance
•Risk Management, Monitoring 

& Control
•Transparency
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Governance, Risk 
& Compliance 
(GRC)

Implicit Explicit Synchronized Optimized

Governance & 
Objectives

Siloed
approach 
to GRC

Internal alignment; 
transparency; separated 
risk-assuming and risk-
monitoring functions

Integrate and consolidate regulatory 
compliance spectrum; incorporate GRC 
requirements into product development 
process

Integration with 
strategic planning

Process & Controls Independ
ent

Appropriate controls and 
risk limits; documentation of 
process and controls

Removal of redundancies & overlaps; 
adaptive and self-healing systems

Business process 
transformation

Risk Management Informal Integrated; homogenization 
of risk types and control 
elements at BU and group 
level; loss event data 
capture & analysis; Key 
Risk Indicator creation, 
monitoring, & testing; risk 
limits and tolerance defined

Risk strategy formalized; Economic 
Capital analysis embedded in mgt.; 
active portfolio mgt. of all risk types; 
alignment of risk profile with risk 
appetitive; sufficient risk funding 
available in light of risks; identification of 
diversification opportunities: incentives 
for improved risk management

Value creation; 
dynamic and predictive 
risk management and 
control

Information & Data 
Management

Ad hoc Asynchronous Harmonized, consistent, & timely Information lifecycle 
management

People, Organization 
& Culture

Silos Internal cooperation Inter-network collaboration & alignment Adequate and 
pervasive risk culture

Measures & Metrics Reactive Documented Risk adjusted performance measures: 
management ensures return on risk 
exceeds cost of capital

Risk ownership and 
risk-reward thinking by 
business owners

Continuous 
Improvement

Firefightin
g

Unilateral Mutual Embedded

Integrated 
Management of Risk, 
Return and Capital

Realigning Risk from 
Compliance to Value

Next Generation Risk 
Capabilities

Leveraging Advances 
in Risk into Business 
Applications

Needed: A future vision and roadmap 

Benefits

• Governance & compliance

• Reduced reputation risk

• Cost take-out

• Enhance customer 
satisfaction

• Maximize spend 
effectiveness & risk adjusted 
return

• Increase operational 
effectiveness

• Re-deploy capital towards 
innovation & growth 

• Reduce capital charges

• Increase shareholder value

• Risk culture, common 
language, education
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• Getting down to basics and avoiding stumbling blocks
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Governance is a primary requirement; execution can be challenging

Board

Executive (CxO) 
Management

Functional Units

Risk Management

Risk Committee

Lines of Business  Risk Mgt. Risk Mgt.

•Identify risk
•Set policy
•Define methodology / framework
•Review, validate & test

•Define strategy / risk appetite
•Set “tone”

Independent review

Outsourced Services  

E.g.,
•Regulators 
•External auditor(s)
•Internal audit

Education  

Insurance

•Assess/propose risk capacity
•Oversight

Audit Comm.
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Framing the exercise raises difficult questions

• What is, and who owns, the problem?
• What do regulators, ratings agencies, and the markets expect? 
• How will change be funded?
• What is the impact on business owners? 
• To buy or to build?
• How can the risk management be leveraged for competitive advantage?
• Are there external sources that can help better to understand risk?
• How do capital costs vary with individual products and services?
• Is risk priced appropriately?
• …??
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Tactical building blocks are sometimes needed

• Risk education, culture, and language
• “Single view of organization”

Legal entity data
• Business risk identification

“Single view of process”
Homogenization of risk types and control elements at 
BU and group level
Internal data creation, acquisition, and management
Reference data
External (industry) event data

• Workflow orchestration
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A goal state: harmonized, consistent, and timely information
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Regulatory and
Compliance

Requirements

Basel II

MiFID

FDICIA

IFRS

Local 
Regulation Risk requirements

Control objectives

Risk Dashboard

Assessment Data
CxO

LoB Mgr.
Ops Mgr.

Auditor(s)
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Audit Comm.

Internal Audit
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• Gaining focus and traction
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Risk identification and evaluation

Identify and prioritize hot spots across the enterprise.
• Create visibility
• Size exposures
• Focus attention on high risk areas
• Control spending
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Risk modeling and quantification is a cornerstone of enterprise-wide risk 
management

Risk modeling enables managers to understand risk exposure over 3 dimensions:
Analytic: What is the overall quantified risk exposure?
Diagnostic: 

• How effective are technologies, controls, and mitigants? 
• What is the ROI for change?

Predictive: What are the key causes and indicators of risk?
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Effective management of Operational Risk requires understanding the relationship 
between risk reduction options and business impact.

Operational Risk can be quantified by:

• Identifying business processes of interest

• Identifying applicable event drivers, and 

• Estimating the effectiveness of controls, countermeasures, and mitigants (e.g., insurance), as well as their 
combined economic impact on business process.  
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A transparent, risk-driven ROI calculation can assist managers to understand 
risk and where best to make changes

B
No Loss = 91.9%

Loss = 8.1%

C
No Loss = 98.9%

Loss = 1.14%

A
Not capable cause = 55%

Capable cause = 45%

Adverse 
Event

Control

Mitigant

Financial 
Statement 
Impact

D
Expected Loss = 

$3.42M

E
Caught = 96.1%

Not caught = 3.93%

New Control

“To Be” Exposure (with new control)“As Is” Exposure

A E1Ca

Uncertain 
event

Fault Loss

Cb m1

Mitigant

Financial 
statement 

impact

IF1

Error

CountermeasureCountermeasure

Lindirect

Ldirect
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• Dynamic and predictive Enterprise-wide Risk Management
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"Cutting through complexity to find a solution runs through four predictable stages: 
[--D]etermine a goal, 
[--F]ind the highest-leverage approach, 
[--D]iscover the ideal technology for that approach, and in the meantime,
[--M]ake the smartest application of the technology that you already have...."

Bill Gates
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Analyze &
Interpret

Alert

Decide

Respond
& Execute

Monitor &
Detect

Control
& Learn

Measure

Report
Identify

Situational
Awareness

Risk 
Management

Governance

Strategy

Risk management is a process
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C-level executives need to be able to monitor enterprise-wide risk, watch it vary 
over time, and investigate problem areas. 

By quantifying and harmonizing the range of enterprise risk types, integrated risk 
information can be presented in graphical form, such as a risk surface.
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Internal fraud

External fraud

Employment practices & workplace safety
Clients, products & business practices

Damage to physical assets
Business disruption & system failures

Execution delivery & process management
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Other stakeholders have needs and requirements

Business Processes

Technology & Infrastructure

•Business performance monitoring
•IT environment monitoring
•Industry monitoring

Sense

Reason
•Complex event processing
•Autonomics / Self-healing
•Alerting

Decide
•Scorecard
•Forecast
•Alerts

•Root-cause analysis
•Forensic investigation
•Simulation

Executive

Business
Line 
Leader

Operations 
Manager
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Self-managing and healing features should be part of the architecture, 
to provide resiliency and enhance flexibility

A self-managing and healing system
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• The benefits of effective risk management
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Effective risk management can drive growth, profitability, and shareholder value

ROIC
(NOPAT/Average Capital)

Operating Margin
(EBITA/Revenue)

Invested Capital

Corporate
Risk
Capital

Economic
Value 
Added
(NOPAT – Capital 
Charge)

Net Operating Profit 
After Taxes 
(NOPAT)

Capital Utilization
(Revenue/Invested Capital)

Credit Risk

Market Risk

Operational Risk

Cash Flow at Risk

Release capital

Organic

M&A

WACC

Improve credit rating

Increase product

Growth
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With risk as a key parameter, executives can model and optimize 
enterprise value add for a range of key business decisions

•Co-source
•Outsource
•…

Cease / 
Postpone

In-house Third Party

C
ap

ita
l A

llo
ca

tio
n

•Captive insurance

•Third party 
insurance

•Securitization

•…
RAPM /
ERM

•Business process 
transformation

•Control improvement

•Technology upgrade

•Infrastructure redesign
•…

“As Is” State“To Be” State

Risk Tolerance 

Certainty

Risk

Sub-Optimal 
frontier

Industry Benchmark 
Frontier

Efficient Frontier 

Efficiency gains

Cost  savings  

Optimized controls  

Value creation
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